Abstract---Secure Knowledge management (SKM) is one of the emerging areas in both knowledge management and information systems disciplines. Secure knowledge management refers to the management of knowledge while adhering to principles of security and privacy. This study identifies key issues on secure knowledge management and draws a consensus among domain experts on the key issues. This study is an attempt to accelerate further research and development in the secure knowledge management field. In this study, we conducted a three-round Delphi study, identifying 21 issues in the SKM area, along with their importance and urgency ratings. Analyses show that participating experts achieved a higher level of consensus on the importance and urgency of the issue as the rounds progressed. The findings will allow both practitioners and researchers to focus and prioritize research needs in the secure knowledge management area. The paper also discusses some future research directions.
I. INTRODUCTION HE advancement in networking, storage, and processor technologies has increased the amount of digitalized organizational knowledge at an unprecedented rate [1] , making knowledge management one of the most salient sources of sustainable competitive advantages [2] . As a consequence, the growing dependency of organizations on knowledge management technologies such as data warehouses, knowledge repositories, and interoperable knowledge management systems is creating new challenges for protecting information and knowledge within an organization [3] . Researchers in what has previously been called the information security area are now required to cover a wider range of knowledge management practices such as creating, storing, communicating, and advancing organizational knowledge.
As Desouza [4] points out, researchers have largely ignored a crucial question: "how can we secure our knowledge assets?" Although the current literature on knowledge management addresses such questions as how, why, when, and where to leverage knowledge assets, it has yet to pay due attention to protecting and securing those knowledge assets [5, 6] . One problem in the lack of understanding in securing knowledge is that organizations are reluctant to share knowledge because of the unknown threats associated with industrial espionage as well as concerns about diverting or overloading employees' work-related attention [7] . This problem prevents unleashing the power of IT enabled knowledge management [8] .
Acquiring knowledge that an organization needs to remain competitive while safeguarding the knowledge that it already has is a complicated task [9] . Apropos to this, the first Workshop on Secure Knowledge Management (SKM 2004 ), held at Buffalo, New York, USA, in September 2004, took an important initiative in raising awareness of the research needs and developing research questions that need to be addressed by the research community. This paper, as a follow-up study of the workshop, identifies and explicates some key issues in the area of secure knowledge management (hereafter, SKM).
Two questions regarding SKM stand in the way of a more disciplined SKM research community: 1) what are the most important issues that SKM researchers are faced with? and 2) which of the key issues do researchers believe deserve more urgent research effort? The primary purpose of the paper is to address these questions in order to lay a foundation for further research and development in the area of SKM. To achieve this purpose, we adopted a Delphi study method that is known to be effective for consensus making.
II. LITERATURE REVIEW

A. Secure Knowledge Management
Since loss of knowledge resources can cause an organization to fail in its mission, the knowledge generation process and related applications must be protected from unauthorized disclosure or snooping, loss or destruction, and unauthorized modifications [4] . Therefore, organizations must find cost-effective and reliable security solutions that will allow them to ensure the privacy of, to communicate sensitive information with, and to offer value-added knowledge to their business partners and other stakeholders. From this perspective, SKM can be defined as a knowledge management practice that adheres to the principles of security and privacy [9] , while knowledge management refers to a process through which an organization develops knowledge assets that can promote the organization's objectives [10] . SKM extends knowledge management concepts, tools and strategies associated with security concerns. To have an effective SKM in place, organizations need to have security strategies, secure processes for business operations, and security metrics that support secure operations [11] .
SKM systems may include generic security measures such as authentication and authorization mechanisms, cryptography [12] , while factors influencing SKM include mechanisms to establish cyber-trust, mobile workforce, importance of privacy, and other issues associated with corporate governance and employee responsibilities for IT security (e.g., establishing, refining and enforcing appropriate security policies) [13] . The SKM framework suggested by Upadhyaya et al. provides a conceptual backdrop for the aforementioned SKM technologies and factors [9] . According to the framework, SKM embraces three fundamental activities of organizations: Communication, Collaboration and Content (3 Cs) (See figure1-the boxes inside the triangle are examples of SKM instances) in the context of security, knowledge, and management.
Fig1. A Framework for SKM systems adopted from [9] Beginning from these fundamental activities, SKM expands its duty as two or more activities co occurs in more complex knowledge management practice. Some applications included in the scope of SKM are digital rights management for digital assets sharing, secure content management for dynamic access control, and secure language for trusted collaboration networks (e.g., circle of trust).
Although researchers have attempted to address a wide variety of issues in the SKM area, the current state of the field is, at best, chaotic. The research community has not yet developed coherent research agenda or a framework to integrate the two major themes: information security and knowledge management. Clearly, the research community needs to talk and develop a shared understanding on the relevance and implications of the various research issues in the SKM field.
III. RESEARCH METHOD AND DESIGN
A. Delphi Method
The Delphi research method is a systematic and iterative consensus building process often used to estimate future phenomena or answer ill-structured questions. Use of the Delphi method involves administration of sequentially developed questionnaires to a group of experts. An important feature of the Delphi method is that the method can report a decision or view derived from divergent opinions in the absence of full consensus [14] . This is accomplished by two distinctive characteristics of this method: Anonymity and Iteration [15] . Anonymity allows participants to express or change their opinions without embarrassment and prevents interpersonal biases from interfering with the evaluation of presented ideas (e.g., influence of dominant individuals). The iterative feedback process retains the positive aspects of collaborative work, such as an increased degree of consensus, while reducing the negative aspects of group dynamics such as the expression of an unrefined idea or confined group thinking [16] . The primary objective of this study is to develop a list of agreed upon key research issues in the SKM area. Achieving this objective requires gathering ideas from domain experts and crystallizing the ideas through an iterative consensus making process. Therefore, the above mentioned characteristics of Delphi study make it an ideal method for this study.
The Delphi study has been a popular tool in information systems research [see, 17, [18] [19] [20] . It has also been applied to formulating various governmental or corporate policies, forecasting the impact of technologies on industry performance, and estimating frequencies.
The iterative process of Delphi can continue until a satisfactory level of consensus is made or for a preset number of iterations, after which a voting or ranking procedure is used to finalize the decision or conclusion. In addition, Delphi studies often ask the participating experts to reason their estimates or decisions, which will also be fed back to other experts in the next round [21, 22] . The validity of a Delphi study depends as much on the nature of the study participants and the task as on the technique itself [23] . Delphi requires disparate experts who possess an expertise or knowledge on the task that they need to perform for the study. Thus, the accuracy of Delphi study results increases as the group expertise is increased by expert participants or by iterating feedback rounds [24] .
B. Study Design
Adhering to the Delphi process described in the previous section, the study conducted three rounds of email surveys. Nonetheless, one difference from the more usual Delphi process was that we did not collect personally identifiable information from the participating experts. Although this approach makes it difficult to track each expert's participation over the feedback rounds, the anonymity would prevent unintended influences from the researchers on this Delphi study who are also in the SKM research community. This privacy was achieved by using an ftp site, to which the participants could anonymously upload their survey responses.
• Participants: The study used a group of experts in SKM related areas (e.g., information security, knowledge management). The experts were identified from various sources such as related journals, workshops, interest groups, professional associations, etc. In the first and second round of the Delphi study, the questionnaires were sent to a subgroup consisting of 128 members of academia and practitioners who registered for or had a direct interest in the 2004 Workshop on Secure Knowledge Management (SKM2004). This subgroup represented experts who were already in the SKM domain. The third round survey was sent to the entire group.
• Round one: In the first round, an open-ended questionnaire was sent via email to the 128 experts. The email also included a letter of request for participation, an introduction to the study, and a description of the Delphi study procedure. Questions about demographic information were included in the open-ended questionnaire. In order to build a comprehensive list of SKM issues to begin with, the participants were asked to list at least 5 and up to 10 issues that they felt to be most critical, and then rank them with two criteria: importance and urgency. Important issues refer to the issues that will have a great impact on shaping SKM practice and/or theories in the next 5 to 10 years, and urgent issues are defined as the issues that should be immediately addressed in order for SKM practices and/or theories to advance in the next couple of years, regardless of their importance (i.e., the size of direct impact). These definitions were provided in the questionnaire to calibrate the study participants' perception on the criteria. The participants were also requested to explain the rationale behind their selection and ranking of the issues. The time window for this round was two weeks. In this first round, 15 of 128 experts (12%) contributed their expertise, yielding a list of 75 research issues for SKM. Similar or closely related issues in this list were consolidated by co-authors of this study that went through multiple discussion sessions for 100% agreement on the final set of issues. This process resulted in 18 issues listed in Table 1 .
• Round two: In the second round, we provided the same 128 experts with the 18 issues and the rationale behind the selection prepared in the previous step, and asked them to rate each issue in terms of its importance and urgency. For the importance and urgency rating, we used a 10-point interval scale with 1 being the least important or urgent and 10 being the most important or urgent. Also, the participants were allowed to suggest additional issues if they believed that the provided list was incomplete. As a result, three new issues were added to the consolidated list. A total of 25 experts participated in this round.
• Round three: Round 3 questionnaires sent to the entire group included the 21 issues identified in the previous two rounds and the average importance and urgency ratings from the second round, as well as the reasoning for the selections The potential respondents were asked to provide their own importance and urgency ratings after reviewing the average ratings of the second round participants. This round received feedback from 12 participants.
IV. ANALYSES
A. Participants Demographics
The real value of a Delphi study is in the increased consensus among the participating experts rather than in the statistical power from a large sample size. The literature recommends 10-18 expert participants for a Delphi study [25] [26] [27] . Thus, the number of participants in our study (12 -19 experts) was satisfactory [15] . Although it was impossible to count all the returning participants because we did not collect personally identifiable information, at least 7 participants 1 contributed their opinion in more than two rounds of the study. The experts participating in the study came from both academia (71%) and industries (29%). Detailed categorizations of the participants are presented in 
B. Consensus Improvement
An important consideration in a Delphi study is the degree of convergence, or consensus, to which the participating experts arrived. If the degree of consensus is high, then the results can be considered credible. Empirically, consensus of Delphi participants has been determined by measuring the variance in the responses. The lower a standard deviation is, the higher a consensus has achieved. Thus, perfect consensus on an issue has a standard deviation value of zero [28] . Accordingly, the success of a consensus making process can be measured by the reduction in the standard deviation throughout the process.
To test the consensus level, we also compared the standard deviations of each issue's importance and urgency ratings at round two with their corresponding standard deviations at round three [29] . The last column in tables 2 & 3 shows that most standard deviations of the importance and urgency ratings in the third round are lower than their counterparts in the second round. This indicates that the participants' consensus on the importance and urgency of most issues improved over time, and the study has achieved a greater consensus.
As Niederman et al. [30] mentioned, it is difficult to achieve a perfect consensus in this type of study because perception of the issues heavily depends on multiple factors such as industry, job position, and research focus of the participants. One issue (issue 15) failed to achieve a higher consensus level in the third round. In contrast, issue 4, which was ranked as the second important and third urgent issue, shows a very steep decrease in its standard deviations on both ratings. Figure 3 In addition to the standard deviation, the results show a polarization of the mean values. Figure 4 shows that the issues with high importance/urgency ratings (e.g., issue 1, 6, 4) tend to get even higher ratings in the next round, while the issues with low ratings (e.g., issue 7, 9, 17) received even lower Technical security controls to enforce security / maximize enterprise effectiveness; mechanisms to control dissemination of information, Securing knowledge so that integrity is not violated.
05
Adopting semantic web for interoperable knowledge management system/ integration of knowledge management across heterogeneous systems Increasingly knowledge must be discovered and integrated across multiple networked knowledge bases and information repositories. Methodologies for knowledge integration are required and should be independent of specific problem instance, knowledge areas, and also of sets of participating knowledge sources 06 Advances in information privacy Information privacy is both a basic right and a legislated requirement through government regulations. It is also an important element of corporate risk mitigation.
Understanding economics of knowledge markets
Selling private information as a commodity is becoming more important and there are just a few models to study this issue; Pricing of knowledge could be utilized as an economic mechanism for this issue.
08
Aligning business policy, business processes, and SKM policy
Increased need for sharing information can conflict with policies and mechanisms for security. Privacy preserving sharing of information; Confidential data transfer while protecting protected values; digital rights management.
Improving knowledge representation
Knowledge management literature has looked at factors that facilitate or hinder knowledge management but has not explicitly considered the connection with knowledge representation; areas of research include secure semantic web technologies; multi-modal knowledge across different networked sources.
10
Developing trust management mechanisms for networked systems
Collaborative information sharing environments require development of robust distributed trust management systems (e.g., trusted computing/ web of trust, etc.).
Securely managing knowledge at the data level
Knowledge management issues typically employ data as the primary resource, and hence data protection is critical; With the push towards outsourcing, innovative secure management techniques need to be developed.
12
Exploring the roles and implications of government in information security Government policy on information security would have significant impacts on individuals, businesses, industries, and citizens as a whole (e.g., USA PATRIOT ACT, Sarbanes-Oxley, HIPAA). Balancing privacy, security, and safety of the different stakeholders (e.g., individual privacy vs. national security) is crucial Assuming a human's oversight cannot be entirely dispensed with in maintaining and restoring an SKM system, there must be an interface that will allow the (prone-to-insecure) human to effectively interact with (unforgiving) secure systems.
15 Improving effectiveness of secure systems Security should be intrinsic and systems should be transparently secure; Research is needed in overall security architectures for knowledge based systems 16 Developing self-defending/healing mechanisms in computer systems Systems should be capable of defending themselves and self-healing; inadequately protected systems can become hosts to propagate attacks.
17
Developing metrics for SKM productivity and improving knowledge management system productivity Need to be able to assess the productivity of secure knowledge environments; from both information flow and user perspectives.
18
Secure knowledge management for wireless services
Wi-Fi security, interoperability of wireless devices and networks used by emergency responders, etc. Wireless data content may need to be more confidential then wired data content.
ratings in the next round. From these results, it is evident that the participating experts achieved a higher level of consensus on the importance and urgency of the 18 key issues in the SKM area. The three most important issues in Round 3 include "Developing Access Controls and Policies," "Designing and Developing Techniques to Secure Knowledge Systems and to Secure the Contents," and "Aligning Business Policy, Business Processes, and SKM Policy" with mean value of 8.42 or higher (see Table 2 ). In terms of urgency, "Developing Access Controls and Policies," "Advances in Information Privacy," and "Designing and Developing Techniques to Secure Knowledge Systems and to Secure the Contents" are the three most urgent issues with mean value of 8.08 or higher (Table 3 ). An interesting aspect of this two dimensional (i.e., importance/urgency) rating results is that the five issues ranked at the top of the important issue list are also ranked as the top five most urgent issues. Indeed, with few exceptions, this correlation between importance rank and urgency rank persists throughout the whole list.
The three issues added in round two were analyzed separately as the consensus improvement test is not applicable (see Table IV ). Their importance and urgency ratings, which are independent from other issues' ratings, are similar to or slightly beyond the average, ranking them in the 7, 10, and 17th place in importance and 7, 11, and 5th place in the urgency list. The results indicate that the participating experts consider "developing access controls and policies for organizational knowledge" (Table IV) is one of the most critical issues that needs to be urgently addressed. "Developing technical solutions for SKM systems and secure content dissemination" is also very important and urgent issue for effective utilization of organizational knowledge. While these two issues focus more on the technical side of SKM, the experts also placed managerial, institutional, and cultural issues within the top 5 important and urgent issues. "Aligning business policy, business process, and SKM policy" emphasizes the needs for organizational changes that can integrate the SKM practice with every business activity. This issue can be reinforced by heightened awareness of the "importance of privacy" in the production and dissemination of information. "Exploring the role and implication of the government" is another critical issue that concerns the effects of government policies and regulations on advancement of information privacy and integration of SKM in business policies and process.
VI. DISCUSSION AND CONCLUSIONS
The purpose of this study was to identify agreed upon key issues for future research on secure knowledge management. A three-round Delphi study yielded 21 key research issues in the SKM area. Also, the results of the standard deviation analyses suggest that the study improved the participating experts' consensus on the identified issues in terms of importance and urgency.
This study has several contributions to the SKM field. First, the findings can benefit the researchers in the field by providing a broader view and a better understanding of what the important issues are in dealing with secure knowledge management. Second, the findings offer researchers a guideline that can ensure that important and urgent issues are taken into consideration in the early states of the SKM research. Third, the list of key issues identified by domain experts can help managers develop a comprehensive checklist for their secure knowledge management practice.
Although previous research suggests that an expert group of 10-18 be satisfactory for a Delphi study, the respondent rates for our study was lower than ideal. In order to alleviate this limitation, future research may use a pre-arranged expert panel for a Delphi study. However, it was evident that a large portion of our expert group repeatedly participated in the three-round opinion gathering processes, which would have a similar effect to that of a panel study. Another limitation of the study is categorization of the issues. There were many criteria for categorizing key issues identified in the first round, such as unit/level of analysis, research context, approach, or technology/technique at a specific abstraction level. Although such an objective categorization technique might generate a shorter list of less ambiguous issue statements, we focused on consolidating redundant or similar issues with an intention to preserve as many initial issue statements as possible. As the first study to develop research agenda in the SKM area, we believe that this approach would allow more flexible and liberal communication among domain experts. As the research community crystallizes relevant issues and develops shared concepts and terms, this limitation should be addressed by follow-up studies.
It is important to note that this study was not intended to capture the entire range of issues nor involve all experts in the secure knowledge management area. Nevertheless, this study leverages expertise from some of the pioneers in this developing field and offers a useful starting point for fellow researchers. Future research may extend our study and elaborate those key issues. In addition, the results of this study offer a baseline for future structuring of the secure knowledge management field. With researchers largely from both information security and knowledge management communities, the field of SKM needs to build a consensus on its research criteria that can harmonize their different research orientations. By providing a chance to share opinions, this study helps the experts draw a unified and integrated map of the field. 
